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Abstract: To improve the consensus efficiency and security of blockchain consortium chains, a BFT algorithm based on randomized leader
election and message optimization, called RBFT, is proposed. This algorithm enhances the robustness of consensus and the ability to resist
Byzantine errors by introducing a pseudo-random function to dynamically change the leader nodes. It also reduces the number of messages in
one round without Byzantine errors, thereby reducing network communication overhead and latency, and improving consensus efficiency and
throughput. Implement the RBFT algorithm based on the BEFT-SMaRT open—source library, and conduct security and performance analysis ex-
periments under the same network environment and parameter settings. The experimental results show that under the same conditions, the
RBFT algorithm has higher consensus efficiency, lower network communication overhead, better fault tolerance, and scalability than the BFT-
SMaRT algorithm.
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1.function ConsensusProcess

2.Leader = RO

3.Client —> Node: Message

4.Node: Sort(Message)

5.IF Node ! = Leader AND Timeout

6.Node —> Other Nodes: Message

7.END IF

8.IF Node == Leader

9.Leader: Receive and Sort(Message )

10.END IF

11.IF Same Request AND Second Timeout

12.Node: Pause All Timers

13.Node: Start Sync Phase

14.Leader = R1

15.Node —> All Nodes: STOP

16.Node: Count STOP Messages

17.1F Count >=n/2 + 1 (CFT) OR Count >=2/3n + 1 (BFT)

18.Node: Confirm Leader Change

19.Node —> Leader: STOP-DATA

20.END IF

21.END IF

22.1F Node == Leader

23.Leader: Receive STOP-DATA Messages

24.1F Count >=n/2 + 1 (CFT) OR Count >=2/3n + 1 (BFT)

25.Leader —> Other Nodes : SYNC (Message Decision )

26.END IF

27.END IF

28.Node: Receive SYNC Message

29.Node: Verify Leader’s Information

30.Node —> All Nodes: READ

31.Node: Collect READ Messages

32.IF Count >=1n/2 + 1 (CFT) OR Count >=2/3n + 1 (BFT)

33.Node —> Leader: COLLECT

34.END IF
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1. function ConsensusProcess

2. Leader = RO

3. Client —=> All Nodes : Request(Content, Sequence)

4. Node: Forward(Request) to Leader

5. 1F Node == Leader

6. Leader: Receive and Sort( Request )

7. Leader: Generate Proposal (Content, View, Sequence, Di-
gest)

8. Leader —> All Nodes: Proposal

9. END IF

10. Node: Receive and Verify (Proposal )

11. IF Proposal is valid

12. Node: Execute(Content) and Cache(Result)

13. Node —> All Nodes: Read(Digest, View, Sequence, Signa-
ture)

14. END IF

15. Node: Receive and Count(Read)
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16. IF Count >=3f + 1
17. Node : Fetch(Result) from Cache 2500
18. Node —> Client: Result 2000 +

n )= _
19. END IF E 1c00 } g ooeessmmcsscca -
20. Client: Receive and Count(Result) Y;'.j /

X 1000 b«
21. IF Count >=1 =‘FT( o
22. Client: Return(Result) 500 ¢ @®——@BFT-SMaRt ¢ ---=& RBFT
23. END IF 0 L . . . \

0 1 2 3 4 5 6 7

24. IF Byzantine fault occurs OR Client does not receive enough
Result OR Node does not receive enough Read

25. Node: Follow PBFT view change and recovery mechanism

26. Node: Use Accept messages to reach consensus

27. Node: Change Leader

28. END IF

4 ZBHEEERSN
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